custo secure: How to prepare it and configure the data exchange

Some words ahead

With custo secure it is possible to transfer evaluations from one custo diagnostic server system to another one and to get the data back the same way. A classical example
is the practice of a general doctor recording holter ECGs, transferring the data for analysis to a cardiologist and getting back later the processed evaluation with a report.

For the data transfer a double encrypted connection to a "park" service at the German AWS cloud is used, where only one of the encryption "envelopes" gets removed.
This service offers a high availability, with no need for inbound data connections at the customer, but without giving AWS the possibility to read the data.

Preparation

Versions

Yes: You may guess it as it has been always this way: The custo diagnostic server version of the evaluation center must be the same or higher than the versions of all its
connected sending practices. The same applies to the client side: The custo diagnostic client versions of all reporting clients of the evaluation center must be the same or
higher than the sending custo diagnostic clients.

Connection

Both sides - the sending server as well as the receiving server - must have internet access to the AWS service. The following URLs are used:

https://api.secure.customed.de
https://secureproduction.s3.eu-central-1.amazonaws.com

Those URLs are resolved to various changing IPs. The server may either directly fully access those services (for details check at AWS the IP scopes of the S3 service) or the
server can use a proxy server having those internet access possibilities.

In case you use a proxy server (only then):

Open the "Configure custo diagnostic server" program and stop the custo diagnostic server service in the "General" tab;


https://api.secure.customed.de
https://secureproduction.s3.eu-central-1.amazonaws.com
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Then go to the "Java" tab:



\g custo diagnostic server (Apache Tomcat Server) diagserver Prope... X

General LogOn Llogging Java  Startup Shutdown

(] Use default
Java Virtual Machine:

Z:\Program Filesousto diagnostic serverjrel\\bin'server jvm. dil

Java Classpath:
Z:\Program Filescusto diagnostic server\bin'bootstrap.jar;C:\Program Fil

Java Options:

Dhtip.proxyHost=192. 168.56.1
Dhttp.proxyPort=3383
Dhttps. proxyHost=192,

'ort=8888

B8.36.1

Java 9 Options:

--add-opens=java.basejava.lang=ALL-UNMAMED
—-add-opens=java.basefjava.io=ALL-UMNMAMED
—add-opens=java.rmi/sun.rmi.transport=ALL-INMNAMED
—add-modules=java.xml. bind
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Initial memory paol: 128 MB
Maximum memory poal: 1024 ME
Thread stack size: KB

Abbrechen Ibernehmen

Enter the following lines:

- Dht t p. pr oxyHost =<HOST | P>

- Dhtt p. proxyPort =<HOST Port >
- Dht t ps. pr oxyHost =<HOST | P>
-Dhtt ps. proxyPort =<HOST Port >

Most important tor custo secure is the definition of the HTTPs proxy. In case the proxy requires user authentication as well you may add as well:
-Dhttp. proxyUser =<user name>

-Dht't p. proxyPasswor d=<passwor d>

- Dhtt ps. proxyUser =<user name>

- Dht t ps. pr oxyPasswor d=<passwor d>

Afterwards go back to the general tab and start the service.

Be careful: In case of an upgrade / update of the custo diagnostic server version you should in general uninstall the custo diagnostic server, reboot and install the new
version. With this all proxy settings will be gone. So best well document the proxy settings of the customer, so that you can configure them again afterwards.

Certificate trust



The custo diagnostic server (sending practice as well as evaluation center) must trust the certificates of the custo secure AWS service. In most cases this will be the case by
default. However, in some cases this may not be the case with an error like the one below:

2 Fehler E et

Registrierung von custo secure-Account fehlgeschlagen:

9 javax.net.ssl.55LHandshakeException: sun.security.validator ValidatorException:
PELX path building failed:
sun.security.provider.certpath, SunCertPathBuilderEx ception: unable to find valid
certification path to requested target

Log on the computer where the custo diagnostic server is installed.

Open the management console "Computer Certificates" and navigate there to the "Trusted Root Certificates" store. Make sure that the certificate "Amazon Root CA 1" is
present.

If not you have to download the certificate "Amazon Root CA 1" (File: "AmazonRootCA1l.cer", Distinguished Name: "CN=Amazon Root CA 1,0=Amazon,C=US") from here: ht
tps://www.amazontrust.com/repository/.

Than you have to import the downloaded certificate to the "Trusted Root Certificates" store. You can right click on the certificate file and select "Import" or import the
certificate in the certificate store management tool as well.

Review if there are any older expired certificate of Amazon Root CAs in the trusted root certificate store. If so remove them.

Afterwards reboot the operating system of the computer.

Evaluation center setup

Evaluation center account

If you want to set up a new evaluation center:

Log on with your own computer to the custo secure administration service and create an account for the evaluation center:

1]

Auswertezentrale

Name
Cardilogist Heart

E-Mail
heartmaster@aol.com

Kundennummer

0815]

UBERNEHMEN | ABBRECHEN

Save the config file which your browser will create and transfer it to the computer setting up the evaluation center in the custo diagnostic service center.

Initial setup


https://www.amazontrust.com/repository/
https://www.amazontrust.com/repository/

Open the service center and navigate to administration where you should find the RDT section:

oud Server Konfiguration custo secure
custo secure ist nicht konfiguriert

custo secure entfernen

Konfiguration Zusender

Sneichern von Tnfarmationen iiher sinaehende Patianten Patienten ahaleichan

Click on "Einrichten" and select the file you have created at the administration web page.
This should then create a connection between the custo secure service and the evaluation center.
To secure the setup and for better troubleshooting do 2 mare steps:

1) Back up the private key of the evaluation center and store it at a save place:

Cloud Server Konfiguration custo secure
- = custo secure ist nicht konfiguriart

+ Datenubertragung (DFU)
Konfiguration Zentrale
Konfiguration Zusender

custo se

Status Speichern von Informationen tber eingehende Patienten Patienten abgleichen
Drucker [ Praxis-EDV-Nummer O iber GUD
Dynamische URL und SSL (] Falinummer © iiber GUD und Patientenstammdaten

Verschliissalina

Einrichten

verschlusselung

Backup Private Key

Brivata Kau wisdarharchallan

2) Go to the system doctor and fill the comments field there: This will help you with the troubleshooting later, as you can see this information in the custo secure admin

service after the next sync:

& Arzt bearbeiten

PLZ Anschrift Zeile 1
Stadt Anschrift Zeile 2
Bundesland Anschrift Zeile 3
Land Anschrift Zeile 4

Einrichtungsname Anschrift Zeile 5
Anschrift Zeile 6

Anschrift Zeile 7

Anschrift Zeile 8
Telefonnummer

? X

Felt Folgesei

~00

000000o
0O000ooQo

v|00

fir Ausdruck setzen

Adressvorschau (komplett)

Faxnummer 1
Faxnummer 2 2
E-Mail Hans.Wurst@arzt.de jl
ommentar fur Telemetrie. My test evluation cente | ::
Attribute [ Benutzeradresse verwenden [ EKG Vollausschrieb (] Arzt validiert selbst g ;:
[ Kurze Befund E-Mail () Komplette Befund E-Mail [ Kurze PDF Befund E-Mail @ Adressvorschau (ein)
[ Kurzer Befund per Fax () ausfiihriicher Befund per Fax () Kurzer Ausdruck per Post Cllr
(] Kurze PDF Ausdruck E-Mail () Kompletter PDF-Ausdruck E-Mail [ Kurzer Ausdruck per Fax ] =
(] Komplette Auswertung per E-Mail zuriick [_] Kurze Auswertung per E-Mail zuriick (] Komplette Auswertung per Datei [ 3
Sprache fiir Ausdruck Sprache nicht andern

Status Datenibertragung  Deaktiviert

In the custo secure admin service it should look like this:

ok

2 Handler I3 Dpateien custo secure administration

2 Héndler / & Auswertezentralen [Vermed-Tec]

Name E-Mail Kundennummer API Version

Internistische Scnwerpunktplaxis- 12

- -
Set up of sending practices

Account set up

In the service center of the evaluation center create a doctor for the sending practice with the details:

Letzte Aktualisierung Version Lizenznummer
2023.040310:00:41  custo diagnostic server 5.6.11 build .. .
20230403 10:0042  custo diagnostic server 5.6.10 buld . 10878



PLZ 12134

Stadt town
Bundesland Nieviarda
Land Somecountry

Einrichtungsname

Telefonnummer 006545688745

00654652

Faxnummer 1

Faxnummer 2

E-Mail sender@mydoc.com

Kommentar fur Telemetrie

Attribute ) Benutzeradresse verwenden () EXG Vollausschrieb (] Arzt validiert selbst Arztdaten nicht iibernehme
[ Kurze Befund E-Mail () Komplette Befund E-Mail (] Kurze PDF Befund E-Mail Komplette PDF Befund E-Mail

[ Kurzer Befund per Fax (T ausfihriicher Befund per Fax () Kurzer Ausdruck per Post ([C) kompletter Ausdruck per Post

() Kurze PDF Ausdruck E-Mail [] kompletter PDF-Ausdruck E-Mail (] Kurzer Ausdruck per Fax (] Kompletter Ausdruck per Fax

) Komplette Auswertung per E-Mail zuriick [_] Kurze Auswertung per E-Mail zuriick () Komplette Auswertung per Datei () Kurze Auswertung per Datei zi
Sprache fiir Ausdruck Sprache nicht dndern

Status Dateniibertragung ~ Deaktiviert

On top of logical things like name, address and contact data, the field to not take over the doctor's data of the sending practice should be checked: Otherwise, the doctor's
info will be overwritten by the sending practice at the first sync.

In case the evaluation center uses tenants select the right tenant where the data of that sending practice should be stored.

Save the configuration with OK, then mark the relevant doctor in the overview and create the set up file:

Configuration Zentrale SPC—
<onfiguration Zusender
Statue Speichern von Informationen Gber eingehende Patienten Patienten abaleichen Verschiisselung
5
Ker (] Praxis-EDV-Nummer O ber GUD Backup Private Key
amische URL und SSL O Falinummer © uber GUD und Fatientenstammdaten
Private Key wiederherstellen

tellungen
Streaming =
>rt/ Import D Vollstandiger Name ~ Externe ID  E-Mail Telefon Status Datenibertragung
ite 5 (System Arzt) Dr Zentral Wurst Hans HansWurst@arztde Deaktiviert
ptmenti Reihenfolge 13 Sender The 68767453 _sender@mydoc.com 006545688745 Deaktiviert
nz
3ing
n
swertexport
litensystem
s

Aktualisieren Azt hinzufiigen... Arzt bearbeiten... Arzt loschen... Setup-Datei fir Kunden erstellen via DFU direkt

Save the file and transfer it to the sending practice.

Please note that the setup file containing a user name and password can only be used once. To get again a valid file go back to the relevant doctor in the evaluation
center, set the data transfer status to deactivated and create the same way as before a new setup file.

Initial setup
Log on to the service center of the sending practice.

Ensure that the name and address fields and the comments for telemetry field have been filled with useful information (concerning the comments for telemetry field:
Same topic has at the evaluation center setup).

Go to the RDT section and its sending practice section, select the evaluation types (projects) which should get transferred and click on "add channel". Specify a useful
name to specify the evaluation center for the users - the name will appear at the custo diagnostic client when the users want to send the evaluation. Pick the file you got
from the evaluation center.



Administration

O gung fiir die Produkte aktivieren
Auflosung
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Cloud Server (] Ruhe-EKG W EEE
Datenbank-Konverter von 4.x () Lungenfunktion
N p (] Belastungs-EKG
Datenbertragung (DF0) [ Longzeit-Blutdruck
Konfiguration Zentrale (] Spiro-Ergometrie ) Reha
Konfiguration Zusender

Status #  Name URL/custosecure UUID  Aktiv IKH"B'"‘"Z“’UEE" I
Drucker 5

Dynamische URL und S5 @ Kanal hinzufuigen X Kanalname ndern
Einstellungen Name The eval center]

Einstellungen ubertragen
EKG Streaming Konfigurationsdatel Datei auswahlen p—
Export / Import
Gerdte Abbrechen ok |
Hauptmenu Reihenfolge

' Kanal lschen

This should then register the sending practice at the custo secure service and the config should be ready.

Analysis and Logs

In the service centers of the evaluation center as well as in the ones of the sending practices you should see the data transfer status:

Administration

Auflésung
Auswertung importieren
Cloud Server
Datenbank-Konverter von 4.x
v Datenibertragung (DFU)
Konfiguration Zentrale

Please note that by default the custo diagnostic service contacts the custo secure service only every 10 minutes. For troubleshooting you may go to Tasks - Scheduler in
the service center, mark the datatransfer.execute task and click on the start button at the bottom. This will run the task within the next minute.

In the custo secure admin service you can as well see the last server contact point in time of the relevant custo diagnostic server, its version, the comments for telemetry
field content and pending files. Check if the status is plausible. Please note that by re-registering the evaluation center or the sending practice custo secure may create a
new record - so check twice if you monitor the right record.
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